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SE-DNSSEC
Early adopter experiences

e The deployment process

e Who is the customer? A market survey
o The first packaging

e The pricing strategy

e Communication
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.SE-DNSSEC History

Step 2
- automation

- marketing
Commercial launch ' Sept.

of .SE-DNSSEC

v

;. 2007
Feb 16,
Signing Soft launch 21007
the .SE zone of service
Sep 2005 2006
Start of
project
2001

____________ —p
Development of
the standard .
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When does the service become
valuable?

sweN SNd
slolelado Jonj0say
suoljeolddy
SJ19SN 1aUIBU|

2

3 . &
L n =
= = e

@

) P 5
3 C[) -_
() = 2
> N =
o = o)
o ®
o) »
@

»




deficdis bbbl ledtatedydh doclledidiadindo dudralbfindbntorintdscloniadiaddrdindadfle- e fdc Bl e @ dho@nalletrld
'.........................@...............000@@@
'..........................Oﬁﬁfﬁ@ :

) 0000000000000 00PO0OOOOROOS

ALL on board from the start!

DNS
the Domain Name tree
ICANN/IANA DNS Applications Internet
i Resolver users
Registrants —
-85
DNS Name i.e. ISP’s
Service
Provider
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Does anybody want DNSSEC?
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Market research, November 2006

e Survey to .SE domain name holders

e 1 406 randomly selected, and 259 answers (20%).

.SE
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How mterestlng is DNSSEC?

.SE is planning the commercial launch of .SE-DNSSEC.
How interesting is this to you/your company?

Quite 51%
Very 14%

'Not at all 6%

059 answers Not particularly 29% .se
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Are you wiIIing to pay?

How would you react to an annual charge of €50 for
this service?

Quite low 22%

Very low 2%
Rather high 54%

Very high 22%

259 answers
The survey indicated €20-€30 to be reasonable price .se




revewvvVvVvVvVvVvVvevwvVvVvvvevvTvvvvvT v v wvwvvwvww'w

I......................... ....0%@@@ ”’
l..............t'&ﬁ@ﬂ ® ¢ POE
JIJIXI A XX XL X :

Pricing strategy for .SE-DNSSEC

e Caution!
o Greater risks and problems with fast market penetration

e Pricing to stimulate all parties involved
e Secure enough for resolver operators to get started
o Sales commission to registrars selling .SE-DNSSEC
* Need for system development at .SE
o Establishment subsidies to name server providers

o We want DNSSEC to be a deliberate choice
* |In order to emphasise the importance of the service
e |n order for name service providers to maintain good quality

.SE
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.. Yearly fee
Pricing strategy 2007: 240 SEK (€ 26)

e An additional service

e Kick-backs and establishment
subsidiaries to registrars

2008: 80 SEK (€ 8,5)

e No add-on, natural part of the domain 2009: 0 SEK

o Differentiation possible Rebate?
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“The bind bug”

Sept 21

Sept 22

Sept 24
Sept 26
Oct 2

Error reports from gavle.se and ockelbo.se
“Some users cant reach the citizens services”

Immediate deactivation of DNSSEC for gavle.se
and ockelbo.se (DS records removed)

Testing
Patch for Bind
The ISP’s upgraded their resolvers

.SE
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Registrants

e Worked with important pilot customers and friendly users
for at least one year
e Governmental institutions
e Banking and finance
e Universities
e Early adopters with technical interest

e Communications

e Information to all .SE registrants
o Newsletter
e Road shows towards the registrars

e Public relations
e Articles
e Information site
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DNSSEC ar en langsiktig losning

Dan Kaminskys upptdckt av en ny sarbarhet i domannamnssystemet (DNS)
skakade om i Internetkretsar under sommaren. Man sag att sarbarheten
kunde fa langtgaende konsekvenser om inte uppslagningar pa Internet-
adresser gjordes sakrare.

Kortsiktigt & den stéirsta faran gver, men det behiivs ett langsiktigt arbete
fir att gdra forfragningar i DMS-systemet sakrare. .SE anser att DNSSEC ar
den langsiktiga lgsningen.

DHSSEC (DNS Security Extensions) férhindrar attacker dar angriparen
manipulerar svar pa DNS-fragor. Det ar ett sdkrare satt att géra
uppslagningar pa Internetadresser fir exempelvis webb och e-post. Far
gemene man innebdr det att risken minskar fér att bli lurad vid till exempel
bankaffarer eller shopping pa natet, eftersom det blir lattare far anvandaren
att faststilla att man verkligen kommunicerar med ratt bank eller butik
snarare an med en bedragare.

Har du en egen resolver bar du agera om du inte redan har gjort det. Du
finner mer information nedan. Har du en egen namnserver kan du ldsa mer
om DMSSEC. Domannamnsinnehavare kan vanda sig till nagot av .SE:s ombud
som erbjuder DNSSEC-tjdnsten fir att {3 sin doman signerad. Ovriga
Internetanvindare kan inte gira sa mycket it problemet, mer an att iaktta
normal farsiktighet som vid all surfning.

Las mer om sarbarheten i DHS:

® ywww.sitic.se
® www.isc.org/index. pl?/sw/bind/forgery-resilience.php

L3s mer om DNSSEC:

MER INNEHALL

Valkommen!
Har du redan tagit chansen?
Oseridsa aktdrer lurar kunder

Svenska minoritetssprakens intag

.SE vard fir internationellt mite
Vuxnas ansvar pa nitet

® cirbarhet upptackt i DNS

DNSSEC

Domannamnssystemet (Domain Mame
System) 3r en internationell hierarkiskt
uppbyzed distribuerad databas som
anvands for att hitta information om
tilldelade domannamn pa Internet.

DHS &ar organiserat som ett upp och
nedvant trad med roten higst upp och
toppdomanerna direkt under.
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KAMINSKY
BUGGEN.SE .se

Om Kaminskybuggen Testa din dator Testa ditt doman Vi har Iésningen

Vi hjalper dig tamja Kaminsky
Detta &r en ingress. Interdum non, in con-
sequat nibh sed, accumsan quis, diam.
Proin eu urna velit, tempor ultricies, porttitor
nec, ullamcorper eget, eros.

—W
Detta ar en underrubrik
Aliquam dapibus. Proin vehicula erat in nisl. Morbi condimentum se *
tortor id orci. Vivamus aliquet erat eget metus. Donec quis libero @

et justn posuere fnngllia Qulsque malesaada Dues rnaths quam
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Importants information: Share of domains held by
largest DNS Name Service Providers

120,0

98,8 100

100,0 94,2

79,4
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Top 10 Top 100 Top 1000 Top 6383 Total 12766

.SE
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.SE registars are DNS Name Service
Providers as well

Estimated share of .se domains run by registrars
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.SE Registrars Non .SE Registrars

.SE
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.SE’s registrars

o Five registrars from day 1

e Drive for getting more Registrars
o Kick-back on first 5,000 registrations
e Financial establishment support

o Offer direct registration if not a functioning
reseller market occurs!

.SE
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Bestill | Webbhotell | Domannamn | LoopiaDNS | Om Loopia | Tjana pengar

Kontakt

Blanketter | Webbmail

Sakra din .se-domén idag!

Bestéll DNSSEC for 1 kr.
Fa 20 kr att handla for.

Las mer »

Bestall i din kundzon »

»  Bestall nu

Stant & Bestill & Sdk domin

Valkommen till Loopia Webbhotell

Varmt valkommen till Loopia - Sveriges framsta leverantar av webbhotell och domannamn.
Vi fakuserar pa driftsakerhet, tilladnglighet och firstklassig kundservice.
Cin hemsida fodjanar det hasta - vi gdr ditt val av wehbhotell enkelt.

Privatpaketet

1 GB utrymme - 20 GB trafik / man
Fritt antal e-postadresser ach alias
Fritt antal domannamn
kosthadsfri support
ML ach windows

Foretagspaketet

2 GB utrymme - 40 GB trafik/ man
Fritt antal e-postadresser och alias
Fritt antal domé&nnamn
Kosthadsfri support

UM ach Windows
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Sveriges basta domanleverantdr

Loopia &r en av Sveriges framsta leveranttirer av domannarmn. Vara lga priser i kombination med var
avancerade men lattanvanda domantjanst Loopialls gér Loopia till det sjalvklara valet. En av fyra
viljer 0ss som leverantdr av .se-doméner. Prova oss du ocksa.
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Senaste nytt

= Problem med e-posten

& Kontokartshetalningar

& Ordinarie dppettider

= Forlangd DMESEC-kampan]

% Tjana pengar med siker domén

Shabblankar

& Bestall
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% Betala online
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% Driftinformation
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